The Sality_Off.exe utility given in this article allows detecting and disinfecting only the following Sality modifications: 

· Virus.Win32.Sality.y 
· Virus.Win32.Sality.z 
· Virus.Win32.Sality.aa 
In order to disinfect a computer from Virus.Win32.Sality (y/z/aa), do the following: 

 

If infected computers are in the local network under domain control: 
Step 1. Preparation to disinfection: 

· Download the file Sality_off.ar 
· Rename it to Sality_off.rar
· Unpack the file Sality_off.rar 
· Run the file Sality_off.exe with the key -m on each computer in turn 

Step 2. Algorithm of computer disinfection. 

Computers on which you log on under a domain administrator rights should be disinfected first. Once these computers are disinfected, start disinfecting other computers in the network. 

· Run the utility sality_off.exe on the infected computers once again (no additional commands to run the utility are needed). 

· Make sure the anti-virus icon in the tray has turned red thus indicating the anti-virus software is fully functional. If otherwise, reinstall the anti-virus

Step 3. Signs of a disinfected/ clean computer 

· when restarted, the utility sality_off.exe –m does not detect any signs of infection (the line "infected thread terminated" is missing) 

· eScan Anti-Virus is running and works in normal mode 

· full computer scan does not detect infected objects on the computer 

Step 4. Cleaning the registry of infected computers in the domain network: 

· download the file Sality_RegKeys.dip 

· rename it to Sality_RegKeys.zip 

· unpack the file Sality_RegKeys.zip 

· run the file Disable_autorun.reg from the archive Sality_RegKeys.zip 

· Click Yes to confirm adding the information to the registry 


· once the scan is over, from the archive Sality_RegKeys.zip run the file of the registry key: 

· under Windows 2000 run the registry file SafeBootWin200.reg 

· under Windows XP run the registry file SafeBootWinXP.reg 

· under Windows 2003 run the registry file SafeBootWinServer2003.reg 

· under Windows Vista run the registry file SafebootVista.reg 

· Run the file Sality_off.exe 

· Go to Start > All programs > right-click Startup > select Open 
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· Right-click any place in the Startup folder 

· In the menu select New > Shortcut 

· In the Create Shortcut window click Browse 

· Browse the folder into which the file Sality_off.exe was unpacked 

· Highlight the file Sality_off.exe 

· Click the OK button 

· In the Type a name for this shortcut field add the –m symbols. As a result the name will be following C:\Sality_off.exe -m 

· Click Next 

· Click OK
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