REMOVE TOTAL SECURITY 2009

Stop Total Security 2009 processes

Total Security 2009 creates the following cookies:


· %WINDOWS%\system32\winsource.dll

· %Program Files%\TSC\Sc2C21UvvM.exe

· %Program Files%\TSC\tsc.exe

Delete Total Security 2009 Dlls

The following Total Security 2009 DLL files are created:


· %WINDOWS%\system32\winsource.dll

Remove other malicious Total Security 2009 files

The following Total Security 2009 files are created:


· %Program Files%\TSC\Sc2C21UvvM.exe

· %UserProfile%\Desktop\TSC.lnk

· %UserProfile%\Start Menu\TSC\Registration.lnk

· %Program Files%\Common Files\System\Uninstall\Uninstall TSC.lnk

· %Program Files%\TSC\tsc.exe

· %UserProfile%\Application Data\Microsoft\Internet Explorer\Quick Launch\TSC.lnk

· %UserProfile%\Start Menu\TSC\Help.lnk

· %Program Files%\Common Files\System\Uninstall

· %Program Files%\TSC

· %WINDOWS%\system32\winsource.dll

· %UserProfile%\Start Menu\TSC

· %UserProfile%\Start Menu\TSC\TSC.lnk

Total Security 2009 creates the following registry entry so that it executes whenever Windows starts:

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run “1FD92E3F7C34799BFB075C41DA05D1FE”

The following registry keys and files add on infected machine browser add-ons sections:

Note: Browser add-ons may show popups, redirect searches, add undesirable toolbars, change home page, track your browsing habbits and steal sensitive information like bank accounts.
· HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects\{D263FA6D-84CC-48A8-9AF6-C664362B7A5B}

Remove other registry keys created by Total Security 2009

Total Security 2009 creates the following registry keys:


· HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects\{D263FA6D-84CC-48A8-9AF6-C664362B7A5B}

· HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center “FirewallOverride” = “1″

· HKEY_CLASSES_ROOT\CLSID\{D263FA6D-84CC-48A8-9AF6-C664362B7A5B}

· HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center “AntiVirusOverride” = “1″

· HKEY_CURRENT_USER\Software\1FD92E3F7C34799BFB075C41DA05D1FE

· HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run “1FD92E3F7C34799BFB075C41DA05D1FE”

